Privacy Policy for ZCL Timer

Last Updated: 20/12/2023 [dd/mm/yyyy]

Welcome to ZCL Timer! This Privacy Policy outlines how we collect, use, and safeguard your personal information in
compliance with the General Data Protection Regulation (GDPR). Please read this policy carefully to understand our

practices regarding your data.

Information We Collect
e Account Information
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When you create an account, we collect your:

Name

Surname

WCA ID (optional)

Email

Hashed Password (for users logging in with credentials)

e App Usage Information
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Each time you use the app, we collect:

Scramble used for the solve (generated by the app or user-provided)
Solve time

Penalty status

DNF (Did Not Finish) status

Optional user-provided description

Favorite status

Cube used

Solve creation date and time

Last update date and time (for synchronization between devices)
User ID linking solves to the correct user

e Premium Membership Information

If you subscribe to premium services through Apple Store or Google Play, we store information related to your

premium membership status.
e Open-Source Competition Data

To provide competition results, we periodically download data from the open-source World Cube Association

(WCA) database, ensuring accurate and up-to-date information for our users.
e Guest Access

Users accessing the app as guests will not have their data collected from us, however third-party services could

collect data (like admob for ads)

How We Use Your Information

We use the collected information for the following purposes:
e Providing and improving the app's features and functionality.
e Comparing user solves with official competition times using WCA ID.
e Offering premium features to subscribed users.
e Internal statistics, such as last login time.

Data Storage and Processing Location

All user data is stored and processed exclusively within the European Union, ensuring compliance with data protection

regulations.

Data Security

e Passwords are hashed using SHA-256 to protect against unauthorized access.
e We use secure servers and protocols to protect your data.

e Inthe event of a data breach, the hashed passwords ensure that plain passwords remain undisclosed.



Advertising

We use Google AdMob for advertisements. Please refer to Google AdMob's privacy policy for more details.

User Control and Rights

e Users can access the app as guests to avoid data collection.
e Access your data, request a copy, or delete your account instantly from the app's settings.
e Deleting your account is irreversible and will result in the permanent deletion of all associated solves.
e Users can delete individual solves at any time (this action is irreversible).
Contact Us

For any questions, requests, or concerns, please contact us at zcltimer-question@gmail.com.

Changes to the Privacy Policy

We may update this privacy policy, and any changes will be reflected in the app.
By using ZCL Timer, you consent to the terms outlined in this Privacy Policy. Make sure to review this policy periodically
for any updates.



